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 Here’s a new question that’s 
being discussed in the courts: Do em-
ployers have the right to ask new hires 
for their username and password to 
various social media sites? According 
to the state of Maryland, the answer is, 
“No.” 
 
 Recently the Maryland Gen-
eral Assembly passed legislation that 
prevents employers in the state from 
asking prospective employees for their 
login information for various social 
media sites, including Facebook and 
Twitter. If Gov. Martin O'Malley signs 
the bill, it would make Maryland the 
first state in the nation to set such a 
restriction into law.  
 
Other states are considering similar legislation, including Illinois and California. 
 
 Ironically, this practice was criticized by Facebook, one of the biggest users 
of personal information to sell advertising to its members. Erin Egan, Facebook’s 
chief privacy officer, wrote about the issue on Facebook, calling the practice of em-
ployers requesting potential hires’ Facebook passwords “alarming” and “not the 
right thing to do.” Maryland business groups, including the Maryland Chamber of 
Commerce, pointed out that there may be cases where an employer should be able to 
ask for the login information of potential new hires in order to weed out unwanted 
candidates. Of course, this bill is just one of many issues being raised between em-
ployees and employers using social media. While asking for login information may 
soon become illegal, employers are still free to “friend” potential hires or search 
online for information about potential employees. Supporters of the bill point out 
that it’s illegal for employers to discriminate based on age, sexual orientation, race or 
religion; since most social media sites contain this type of information, they feel em-
ployers might gain access to a candidate’s personal details and use them to disqualify 
candidates illegally.  
 
 What are YOUR thoughts on this matter? Have you ever reviewed a poten-
tial new hire’s Facebook page, blog or LinkedIn account before hiring them? Do you 
think it’s fair for employers to request this information, or is it a violation of 
someone’s privacy? Send your thoughts to 
Tech@BeckITSystems.com  We will compile them for a fu-
ture newsletter.   

 

Get More Free Tips, Tools, and Services at www.BeckITSystems.com  

Are You STILL Using Outdated 

Tape Backups? 
   If your computer network and the data it 
holds were to be erased or corrupted 
because of a virus, hard drive crash, fire, 
flood or some other unforeseen disaster, 
how confident are you RIGHT NOW 
that you could be back up and running 
again FAST? 

 

   If your answer to that is, “I don’t know,” 
or “I’m not sure,” you are taking a HUGE 
risk with your company’s most important 
asset—the data on your network. Just 
imagine what would happen to your 
business if you lost your entire client 
database… 

 

…Lost all accounting documentation and 
history…Lost all the work files you’ve 
spent YEARS developing…Lost the work 
files and documentation you so desperately 
need to service your customers… 

 

   Can you even put a price tag on it? 
Probably not –yet so many business 
owners aren’t 100% certain that they could 
be back up and running after a disaster and 
are purely hoping that their current tape 
drive or backup is working and storing a 
usable copy of their data.  HOPE is not a 
good strategy! 
 

Tape Drives Are The MOST 
Unreliable, Unsecured Way To 

Back Up Your Data 
 

   All tape drives fail; it’s only a matter of 
“when,” not “if.” So if being able to 
recover within a few hours in the event of 
a disaster is important, then you need to 
know about BeckITSystems’ Bullet-Proof 
Data with Continuity Cloud for complete 
protection for your organization! 
 

   This fully automated, frequently tested, 
fool-proof backup service does more than 
just keep a copy of your files—it provides 
continuous data protection and enables 
rapid disaster recovery measured in hours 
and minutes because it takes a snapshot of 
your entire network throughout the day, 
giving you the confidence we could have 
you back up and running at your office, or 
in the cloud if the situation requires, 
within HOURS, not days or weeks.  
 

   Want to know if your data is 
REALLY secure and being backed up 
properly? Call us for a FREE Data 
Backup and Disaster Recovery Audit Call 
us at 703.433.0730 or go online to 
www.BeckITSystems.com 
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How Hackers Can Set Fire 

To Your Office Printer! 

 

      In case your printer isn’t making you crazy enough with paper jams, 

ink smears and general issues, here’s something new: Hackers are now ac-

cessing printers through an overlooked flaw in many printer systems con-

nected to the Internet, particularly older models. 

 

     Why should you care? Because hackers can use your printer as a way to 

infiltrate your network and then see and make copies of any documents 

you are printing or scanning. The security flaw involves the printer’s soft-

ware used to run embedded systems which enable both advanced functions 

and connect the printer directly to the Internet. In one case, researchers 

were able to hack into a printer and give it instructions to continuously 

heat up the part that dries the ink after it’s applied to the paper, causing 

the paper to heat up to the point of turning brown and smoking. 

     

     The implications of this type of security flaw are concerning, but this 

problem can be addressed properly and promptly with the right planning. 

HP is looking into the study for their own line of printers, and business 

owners should also take precautionary steps to protect already installed 

devices on their networks. 

     

     Of course, all of the clients on BeckITSystems’ Total Care Program need 

not worry since we’re monitoring printers as well as all other devices for 

these types of attacks. But if you’re NOT on our plan, call us about how we 

can set up network monitoring, care and maintenance to make sure these 

types of attacks don’t happen. 

 

Extra Tip: When disposing of old printers, take care to erase the internal 

hard drive. Printers store copies of documents printed and scanned. If you 

don’t wipe it clean, the person who purchases or inherits your old printer 

can easily access all of those documents.  This is al-

so true for copiers.  As a rule, up to the last 30,000 

copies made on such a device can still be stored on 

the hard drive and easily accessible to anyone who 

has control of the hard drive! 
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Protect Your Organization  

Protect Your Digital Assets 

T here is an impending disaster in most organizations and few people know it! 

You have done the right thing: Streamlined your non-profit or business, assigned 

human resources to duties that operate effectively and efficiently, and moved many of your 

operations online and into the cloud.  While it is an uncomfortable discussion, you MUST 

know and plan for what needs to happen if the person who has access to the online accounts 

dies or is unable to perform their duties. 

 This situation happens too often in families, non-profits, businesses, and other 

organizations with less than 1,000 employees.  Human resources are highly leveraged, often 

performing multiple functions that do not overlap.  The result is that a single person ends up 

managing an online account and is the only one able and authorized to access online 

functions.  If that person dies or is unable to perform their duties, privacy laws and user 

agreements make it a long and difficult process for anyone else to access the accounts, even 

the business owner or Executive Director! 

THIS IS A RECIPE FOR DISASTER! 

Today case studies abound in which access to critical digital assets including bank accounts, 

payroll systems, billing and inventory systems, sales systems, photo collections, social 

network accounts, online payment systems, and other online accounts is denied to surviving 

parents, business partners, spouses, siblings, and friends.  The courts today have little case 

law to relive the burden on the survivors and there are even fewer laws on the books about 

this issue.  As a result, it is something you must consider and plan for. If you don’t, your 

survivors could be in for years of expensive legal struggles.   

One business owned by husband and wife recently found this out the hard way.  The 

husband promotes the business on social media, operates the cloud payroll service, and 

manages the bank accounts on the web as well as makes all purchases online.  The wife 

works with clients, manages the employees, and delivers  the companies’ services and 

products to customers.  She was not permitted to access the accounts during his absence. 

While it remains unclear whether state law overrides an online account user agreement or 

Federal privacy laws, there are some things that should be done at once.  First, be sure your 

accounts are in the name of the organization and not an individual’s name.  Train at least one 

other person in your organization in the use of the online resources. Revisit your will and 

make sure that your digital assets are included in the will with a power of attorney to your 

agent or Executor.  Be specific and include the authority granted to your agent or Executor 

as well as the assets over which they are to have control.   

Finally, be sure to request your copy of our eBook, “Protecting Your Organization, Loved 

Ones, and Digital Assets After Death”.  Call BeckITSystems at 703.433.0730 or download it 

from our website:  www.BeckITsystems.com/Digital_Assets 

“Cloud computing is really a no-brainer for any start-up because it allows 

you to test your business plan very quickly for little money. Every start-up, 

or even a division within a company that has an idea for something new, 

should be figuring out how to use cloud computing in its plan”   

Brad Jefferson, CEO-Animoto.com 

Is your  

Organizationôs  

Future Cloudy? 

Undoubtedly you’ve heard all 
the talk about Cloud Compu-
ting . Yet, despite all the talk, no 
one really seems to understand 

Cloud Computing. 

That’s why we wanted to pro-
vide a simple, easy to read re-
port that explains what Cloud 
Computing is, how it could pos-
sibly help organizations, and, if 
so, what you need to know in 

order to make good decisions.  

Why “possibly”? Because Cloud 
Computing may NOT be a good 
fit for every organization; and if 
you don’t get all the facts or ful-
ly understand the pros and cons, 
you can end up making some 
VERY expensive decisions that 

you’ll deeply regret later.  

Cloud Computing can actually 
lower computer costs by up to 
50%, greatly improve the ability 
for remote workers to connect 
and work, and solve a number of 
technology problems. Cloud 
Computing also provides an op-
portunity for automating organi-
zation processes that were previ-
ously out of reach.   Get yours 
www.BeckITSystems.com/

Cloud-Computing 

5 Smart Tips To Know Before Moving Your 

Data To A Cloud-Based Application  

1.  Back It Up! 
Migrating data to any new location is a serious process and anything can go 

wrong. Therefore, make sure you have good, recent backup copies of 

everything before you make the move.  
 

2. Maintain An On-site Copy 
At first, moving to the cloud can be a bit scary. 

What can help mitigate the risk is keeping a local, 

on-site copy of your data. That way you have a 

local on-site copy in addition to the working cloud 

copy. 
 

3. Have An Alternate Access To The 

Internet 
One of the biggest questions about moving IT to the 

cloud is, “What if the Internet goes down?” To 

mitigate that fail point, have a business-class 

Internet connection as your initial and main way to connect, and then also 

have a second Internet connection service as a backup. If Comcast is your 

main connection, you might consider keeping an AT&T wireless account as a 

backup. 

 

4. Use It As An Opportunity To Do Some Housekeeping 
You could just copy and paste your files from your network into the cloud, but 

why not take this as an opportunity to re-evaluate the structure and 

organization of that data? Here are some ideas: 

¶ Re-evaluate and/or update your file naming conventions and file 

organization. A good file naming policy will make it much easier 

to find files and information. Also, consider reorganizing all the 

folders into smarter, more efficient categories. 

¶ Consider who will be using what and what levels of permission are 

required to access files. Revisiting your permission levels will help 

keep sensitive data from falling into the wrong hands. 

¶ Look at old files and consider deleting them or archiving them so 

they aren’t cluttering up your server and costing you money for 

storing and backing them up.  

 

5. Plan and Test The Move 
The old Proverb, “Measure twice and cut once” is a good one to guide you in 

the effort.  Work with your Cloud Service Integrator to test your software, 

measure your stored data, look at when it was last accessed, how your 

business flow works today, and then design the move to best serve all of these 

considerations.  Once you have migrated there is no going back without 

considerable expense, so be sure before you move forward! 

 

“When cheese gets it's picture taken, what does it say?“ - George Carlin 

The Lighter Sideé 
 

Summer Weather 

Top 10 List 
10. An honest weatherman says, 

“Today's forecast is bright and sunny 

with an 80% chance that I'm wrong.” 

 

9.  First cave man says to second 

cave man: “I don't care what you say. 

We never had such unusual weather 

before they started using bows and 

arrows.” 

 

8.  Nate: “Hey, what's the weather 

like out there?” Kate: “I don't know. 

I'll tell you when it clears.” 

 

7.  Why did the lady go outdoors 

with her purse open? Because she 

expected some change in the 

weather.  

 

6.  It's a bit "muggy" in New York 

today.  

 

5.  There’s a technical term for a 

sunny, warm day which follows two 

rainy days. It’s called Monday.  

 

4.  A postcard home: The weather is 

here. Wish you were beautiful.  

 

3.  Two Viking invaders are trudging 

up the beach in the pouring rain. One 

looks skywards and says, “So this is 

England. What’s it like?” The other 

snarls, “Well, if you like the weather, 

you’ll love the food.” 

 

2.  There was a communist named 

Rudolph. One day he looked out the 

window and said, “It looks like a 

storm is coming.” “ No it doesn’t," 

said his wife. “Besides, how would 

you know?”  “Because,” he 

responded, "Rudolph the Red knows 

rain, dear.” 

 

1.  A weather forecaster took a job in 

another part of the country. When 

asked why he transferred he replied, 

“The weather didn't agree with me.” 
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